Callwen: South Ila(sgoorlie

Primamj chool

Dear Parents and Caregivers

Our school provides access to Department of Education online services. These enhance the contemporary
learning opportunities available to students and the range of teaching tools available to staff to deliver the
Western Australian Curriculum.

The Department’s online services currently provide students with access to:

e individual email and calendar accounts;

e the internet, with all reasonable care taken by central office and schools to monitor and control students’
access to websites while at school;

e online teaching and learning services such as Connect, web-conferencing and digital resources;

e online file storage and sharing services; and

* these online services at locations other than school.

Please note that while every reasonable effort is made by schools and the Department to prevent student
exposure to inappropriate online content when using Department provided online services, it is not possible
to completely eliminate the risk of such exposure.

You should be aware that the Department has the right to review, audit, intercept, access and disclose
messages created, received or sent over Department online services. Logs of email transactions and internet
access data are kept for administrative, legal and security purposes and may be monitored. Similar to other
corporate records, emails and internet access records are discoverable in the event of legal action and are
subject to provisions of the Freedom of Information Act 1992. (www.foi.wa.gov.au)

You should also be aware that general internet browsing not conducted via the Department’s network is not
monitored or filtered by the Department. The Department encourages close family supervision of all internet
use by children in locations other than school, and strongly recommends the use of appropriate internet
filtering software. Advice on managing internet use at home can found on the Office of the E-Safety
Commissioner website (www.esafety.gov.au/iparent).

We are writing to seek approval for your child to be given access to the following additional online
services.

Students and staff may not be required to use all of the websites and applications listed, however, these
are available to them at South Kalgoorlie Primary School; not all information that can be provided to the
third party service will be provided if it is not necessary.

If you agree to your child using these online services or their work/content being stored using these
services, please complete the information on the following pages. Additional consent notes may be sent

home as the Education Department processes the risk assessment of further Third Party Services.

Please contact the school if have any queries.
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South Kalgoorlie
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NOTIFICATION TO DISCLOSE PERSONAL INFORMATION TO THIRD PARTY SERVICES

The following third party services are being used in our school. Please contact the school if you have any queries.

Name of Service:
Purpose:

Information Disclosed:

Website:
Privacy Policy:

Oliver Data Location: Onshore (Inside Australia)
School library management web-based software.
e  (Class details e School name

. Student username, email, photos or videos
https://www.softlinkint.com/product/oliver/ Terms of Use:
https://www.softlinkint.com/data-protection-privacy-policy/

N/A

Name of Service:
Purpose:

Information Disclosed:

Website:
Privacy Policy:

PaperCut Cloud Data Location: Onshore (within Australia)
Print management software to minimize waste while having a secure and easy printing experience.

e  Student name e  School name
https://www.papercut.com/ Terms of Use: https://views.papercut.com/terms-of-service/
https://www.papercut.com/privacy-policy/

Name of Service:
Purpose:

Information Disclosed:

iDoceo Data Location: Onshore (within Australia)
Teacher lesson planning and assessment records

Student: name, home address, telephone, email, date of birth,
work/content, attendance, photos or videos, grades or performance

data, other data

Parent: name, contact information
School name

Website: https://www.idoceo.net/index.php/en/ Terms of Use: This service is not designed for student use.
Privacy Policy: https://www.idoceo.net/index.php/en/?option=com _content&view=art
icle&id=172
Name of Service: Elastik Data Location: Onshore (within Australia)
Purpose: Online assessment tool to identify gaps in student's learning.
Information Disclosed: e  Student name e  Student photos (optional)
e  Student grade or performance data e  Gender

Website:

Privacy Policy:

Medical or health

Student behaviour (optional)
School/Teacher name
School Year

e  Student date of birth

e  Class details

e School/Teacher email address
e School address

e  Student attendance (optional)
https://elastik.com/en-au/

https://elastik.com/wp-
content/uploads/2022/09/elastik Au_Security-and-
Risk-Assessment 2022.pdf

Terms of Use:

https://elastik.com/wp-
content/uploads/2022/09/elastik Au_PrivacyPolicy 2022.pdf

Name of Service:
Purpose:

Information Disclosed:

Website:
Privacy Policy:

Data Location: Onshore (within Australia)

Kiddo Challenge

Online Fundamental Movement Skill Assessment and Reporting tool
Staff/teacher: name, email Parent: name, contact information
Student: name, date of birth, gender, grades or performance data. Other data: school
https://kiddo.edu.au/kiddo-challenge-0 Terms of Use:  https://kiddo.edu.au/terms-and-conditions-0

https://kiddo.edu.au/privacy-policy

Name of Service:
Purpose:

Information Disclosed:

Website:
Privacy Policy:

Data Location: Onshore (Inside Australia)

MSP Photography
School photography service.

e  Student name e  Student photos or videos
e  Student date of birth e  Parent name
e  Parent contact information e  School name

https://www.msp.com.au/ Terms of Use: NA

https://www.msp.com.au/privacy-policy/
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South Kalgoorlie

Primamj chool

REQUESTING BUNDLED CONSENT TO DISCLOSE PERSONAL INFORMATION TO THIRD PARTY SERVICES

The following third-party services are being used in our school. These services require us to share some personal
information about your child and require you to provide consent for each service before we do so.

Name of Service:
Purpose:

Information
Disclosed:

Website:

Privacy Policy:

Learning A-Z Data Location: Offshore (Outside Australia)
literacy-focused online learning resources for primary school students. Learning
areas include reading, writing, science, and vocabulary

e  Student username e  Student responses

e  Student class name e  School name
https://www.learninga-z.com/ Terms of Use:

1 No consent

https://lazcommunity.force.com/knowledg
ebase/s/article/Privacy

https://lazcommunity.force.com/knowledgebase/s/article/Terms-of-Service

Name of Service:
Purpose:

Information
Disclosed:

Website:
Privacy Policy:

Read Theory Data Location: Offshore (Outside Australia)
ReadTheory is an educational platform that contains online reading comprehension

and writing activities and printable worksheets for K-12 0 No consent

e  Student name e  Student email
e  Student work/content e  Student username
e  Class details e  School name

https://readtheory.org/
https://readtheory.org/privacy-policy/

Terms of Use: https://readtheory.org/terms-and-conditions/

Name of Service:
Purpose:

Information
Disclosed:

Website:

Privacy Policy:

Studyladder Data Location: Offshore (Outside Australia)

Online education platform for primary aged

students
e  Student name e  Student username
e  Student year level e  Student responses [ No consent
e  Student class name e  School name
https://www.studyladder.com.au/ Li::ns of https://www.studyladder.com.au/about/terms

https://www.studyladder.com.au/about/privacy

Name of Service:
Purpose:
Information
Disclosed:

Website:

Bebras Challenge Data Location: Onshore (within Australia)
Computational thinking challenge.

e  Student name 1 No consent

e  Student responses

e  Student grades/performance data .
e  Student year level .
https://digitalcareers.csiro.au/en/Bebras

Student gender
School name

Name of Service:
Purpose:

Information
Disclosed:

Website:
Privacy Policy:

Canva For Education Data Location: Onshore (within Australia)

A design platform for creating graphics, presentations, posters and other visual content with a library of images, fonts,
templates and illustrations.
e  Student name

e Student email 1 No consent

e  Student work/content e School name
e  Student photos or videos
https://www.canva.com/education/

https://www.canva.com/policies/privacy-policy/

Terms of Use:  https://about.canva.com/terms-of-use/

Name of Service:
Purpose:

Information
Disclosed:

Website:
Privacy Policy:

ClassDojo Data Location: Offshore (Outside Australia)
A global community of teachers and families who come together to share kids’

most important learning moments, through photos, videos, messages, and more. - Noconsent

e  Student name e  Student photos or videos
e  Student email address e  School name

e  Student attendance e  Parent name

e  Student behaviour e  Parent contact

information
Terms of Use:

e  School name
https://www.classdojo.com/en-gb/?redirect=true
https://www.classdojo.com/en-gb/privacy/

https://www.classdojo.com/en-gb/terms/
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Primamj chool

Name of Service: Code.org Data Location: Offshore (Outside Australia
Purpose: Computer science coursework for Prep to Year 12 students. Languages include
visual programming, JavaScript, CSS, HTML and others.
Information e  Student name e  Student username
Disclosed: e  Student age e  Student gender
e  Student work/content e  Student responses 1 No consent
e  Student email e  Other student data
e  Student photos, audio or videos
Website: https://code.org/ Term  https://code.org/tos
s of
Use:
Privacy Policy: https://code.org/privacy
Name of Service: Grok Learning Data Location: Onshore (within Australia)
Purpose: Online platform for learning programming and computational thinking skills.
Information e  Student name e  Student email
. e  Student work/content e  Student other data [0 No consent
Disclosed:
e  Gender
Website: https://groklearning.com/ Terms of Use: https://groklearning.com/policies/terms/
Privacy Policy: https://groklearning.com/policies/privacy/
Name of Service: Kahoot Data Location: Offshore (outside Australia)
Purpose: Game based learning platform. Data location: Offshore (outside Australia)
Information e  Student name e  Student email
Disclosed: e  Student work/content e School name I No consent
e  Class details
Website: https://kahoot.com/ Terms of Use: https://trust.kahoot.com/terms-and-conditions/
Privacy Policy: https://kahoot.com/student-privacy-policy/
Name of Service: Makers Empire Data Location: Onshore (within Australia)
Purpose: 3D design and printing software
Information e  Student name e  Student email
Disclosed: e  Student work/content e  School name
e  Class details
Website: https://www.makersempire.com/ Terms of Use: https://www.makersempire.com/legal-privacy/
Privacy Policy: https://www.makersempire.com/legal-privacy/
Name of Service: Micro:bit Data location: Offshore (outside Australia)
Learning Tool for Coding, Electronics and
Purpose: .
Robotics
Information e  Staff/teacher: name, email
Disclosed: e  Student: name 0 Noconsent
Website: https://microbit.org/ Terms of Use: https://microbit.org/terms-of-use/
Privacy Policy: https://microbit.org/privacy/
Name of Service: Seesaw Data Location: Offshore (Outside Australia)
Purpose: A digital portfolio that enables students to create, reflect on, and share their
learning process.
e  Student name e  Student email
i e  Student work/content e  Student photos or videos
Information .
Disclosed: e  Student gr.ades or performance data e  Parent contact details 7 No consent
e  Class details
e  School name
Website: https://web.seesaw.me/ Terms of Use: https://web.seesaw.me/terms-of-service
Privacy Policy: https://web.seesaw.me/privacy-policy
Name of Service: Socrative Data Location: Offshore (Outside Australia)
Classroom assessment application that allows teachers to conduct engaging assessment of student learning in real-time
Purpose: through assessments, quizzes and polls. Educators can grade, monitor and evaluate learning in real time and provide
feedback to students.
Information e  Student name, email, work/content e  School name
. . 7 No consent
Disclosed: e  Class details
Website: https://www.socrative.com/ Terms of Use: https://www.socrative.com/terms-of-
use/
Privacy Policy: https://www.socrative.com/privacy/
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Name of Service: Teach Your Monster Number Skills Data Location: Offshore (Outside Australia)
Educational games to inspire teaching children to read and develop mathematical
Purpose: .
skills.
Information . Student name . Parent name
Disclosed: e  Student grade or performance data e  School name [1 No consent
. Parent contact information
Website: https://www.teachyourmonster.org/numberskills Privacy Policy: https://www.teachyourmonster.org/legals
Name of Service: Tinkercad Data Location: Offshore (Outside Australia)
Purpose: 3D design, electronics, and coding application.
Information e  Student work/content e  Student username
Disclosed: e  Class details e  School name 1 No consent
Website: https://www.tinkercad.com/ Privacy Policy: https://www.tinkercad.com/privacy
Terms of Use: https://www.autodesk.com/company/legal-notices-trademarks/terms-of-service-autodesk360-web-services/terms-of-service-for-tinkercad
Name of Service: Typing.com Data Location: Offshore (Outside Australia)
Purpose: Online typing tutor, digital literacy and coding

platform with curriculum resources available for
teachers and students.

Information e  Student email e  Student date of birth
Disclosed: e  Student work/content e  Student attendance
e  Student grades or performance data records 0  No consent

e  Student name

Website: https://www.typing.com/ Terms of Use: https://www.typing.com/termsofservice
Privacy Policy: https://www.typing.com/privacypolicy

Note: These services are not designed for student use

Name of Service: QuickClig Data Location: Onshore
(within Australia)

Purpose: Online Ordering System
In.formatlon e  Staff/teacher: name . "1 No consent
Disclosed: e  Student: name and medical or health data
e  Parent: name and contact information
Website: https://www.quickclig.com.au/
Terms of Use: https://www.quickclig.com.au/Terms-and-Conditions.aspx
Privacy Policy: https://www.quickclig.com.au/Privacy-Statement.aspx
Name of Service:  Scholastic Book Club Data Location: Onshore
(within Australia)
Purpose: Book Club provides families with an affordable and convenient way to 7 No consent

bring the best in children’s literature into their homes. Each issue
contains curated, age-appropriate titles that have been selected by a
dedicated team of professional booklovers.
Information e  Student name e  Student email
Disclosed: e  Parent Name e School name
. Parent contact

Website: https://www.scholastic.com.au/book-club/book-club-home/
Terms of Use: https://www.scholastic.com/terms.htm
Privacy Policy: https://www.scholastic.com/privacy.htm
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Name of Service:  jamf School Data Location: Offshore
(Outside Australia)
Purpose: Apple Mobile Device Management
Information Staff/teacher: name, email and personal information "1 No consent
Disclosed: Student: name and email
Website: https://www.jamf.com/products/jamf-school/
Terms of Use: https://www.jamf.com/terms-of-use/
Privacy Policy: https://www.jamf.com/privacy/
Name of Service: Planbook
Purpose: Online teacher lesson planning and grading
Information Staff/teacher: name and email Student: name, email, date of birth,
Disclosed: attendance, photos or videos and grades or performance data []  No consent
Parent: contact information
Website: https://planbook.com/#home
Terms of Use:
Privacy Policy: https://planbook.com/help/privacy.html
Name of Service:  Apple School Manager & related services Data Location: Offshore
(outside Australia)
Purpose: Apple School Manager is a web-based portal that helps IT administrators

deploy iPad and Mac devices, providing students and staff access to
various Apple services, 200GB of non-personal iCloud storage, apps and

books.
Information e  Student name e  Student email
Disclosed: e  Studentimages e  Student username
e  Student academic testing e  Student gender | No consent
e  Student grades/performance data e  Student class details
e  Student geolocation data e  School name
Other student data
Website: https://school.apple.com/
Terms of Use: https://school.apple.com/
Privacy Policy: https://www.apple.com/au/privacy/
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